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Encryption schemes are traditionally subject to trade-offs regarding speed and security.
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1. Introduction

Contemporary cybersecurity is essential to safeguard [1] information against cyberattacks, unauthorized access, and
data breaches. At the heart of cybersecurity lies the encryption technique, which has largely been symmetric algorithms
(e.g., AES) and asymmetric algorithms (e.g., RSA). While symmetric encryption is characterized by its speed, it is
limited by key distribution; in contrast, asymmetric encryption [35], while being more secure, is comparatively slower.
To counter both their disadvantages, hybrid encryption employs a mix of both symmetric algorithms to securely
exchange symmetric keys for security as well as performance. Hybrid encryption is employed in numerous protocols
like SSL/TLS and is a necessity in environments like cloud computing [4], financial transactions, and military
communications. Despite being otherwise meritorious, current hybrid encryption research suffers from the following
major flaws: lack of real-time or loT dynamic optimization, inadequate key lifecycle management, limited
benchmarking across multimedia data, weak post-quantum resistance, and insufficient unifying frameworks that
integrate encryption [8], authentication, and access control. These limitations point to the need for adaptive, secure, and
scalable hybrid encryption frameworks to combat evolving cybersecurity threats.

1.1 Problem Statement and Objectives

Although there are many encryption algorithms, current systems do not meet the requirements for secure multimedia
transmission, particularly when working within the constraints of real-time, format preservation, and key management.
Traditional symmetric algorithms, such as AES, provide fast data encryption, but the key exchange method can be
insecure. Likewise, asymmetric-based systems, such as RSA, do provide security when transmitting keys. However,
they incur a weighty computational penalty and tend to be inefficient when used to encrypt large multimedia files. Also,
hybrid solutions can be insecure across heterogeneous data formats, have poor performance in real-time, and do not take
advantage of streaming-oriented formats. The answer does not exist in the scientific community because no one has
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designed a multi-mode, format-retaining encryption framework that balances security, speed, and flexibility for text,
images, sound, or video. This research aims to design and develop a hybrid encryption model called the hybrid RSA—
AES encryption model that will securely exchange keys, maintain multimedia format integrity, and measure
performance for static and interactive real-time applications.

2. Background

Cyber threats are becoming more prevalent, and with that, there is an urgent need for securely
transferring and storing information. Encryption is a key part of keeping data from unauthorized
users, as well as tampering and replay attacks. Symmetric encryption algorithms such as AES
utilize high throughput and efficient resource usage but pose the challenge of secure key
distribution. Asymmetric algorithms like RSA solve the key exchange problem and can be used to
build trust in some other application, but their primary concern is performance and efficiency when
encrypting large amounts of data, especially when files need to be transferred. Hybrid encryption
models exploit both symmetric and asymmetric encryption and essentially gain the advantages of
both techniques. The RSA AES hybrid framework presented moves this further in a proposal for a
single way to encrypt text, image, audio, and video files. A key feature of this model is a dynamic
number of key changes based on file size to balance performance versus security when transferring
files, leading to scalability, real-time processing, and new methods of creating resiliency to cyber
threats.

2.1 Overview of the RSA Algorithm

The RSA (Rivest-Shamir—Adleman) algorithm is one of the earliest and most widely aper
formatted public-key cryptographic systems. Introduced in 1977, RSA revolutionized secure digital
communication by enabling asymmetric encryption, whereby data can be encrypted with a public
key and decrypted only with [5] a corresponding private key. The security of RSA is fundamentally
grounded in the computational difficulty of factoring the product of two large prime numbers [12], a
problem for which no efficient classical algorithm is currently known. This mathematical
intractability underpins the cryptographic strength of RSA and continues to define its relevance in
modern security protocols [16]. The RSA key generation process involves several precise arithmetic
steps. Initially, two large prime numbers and are selected at reperform, ensuring that they are
distinct and sufficiently large to resist brute-force attacks. The modulus, defined as, constitutes the
backbone of both the public and private keys. Subsequently, Euler’s totient function is calculated
as, representing the number of integers less than that are relatively prime to it. A public exponent is
then chosen such that and, thereby ensuring that and are coprime. The value is commonly used in
practice due to its favorable balance between computational efficiency and resistance to certain
attacks. The private exponent is computed as the modular multiplicative inverse of modulo,
satisfying the congruence relation:

d=e' mod $(n) suchthat d-e mod ¢p(n) =1 (1)

This yields a public key (e, n) and a corresponding private key (d, n).

The encryption and decryption processes are direct applications of modular exponentiation. Given a
plaintext message m, where m € Z,, the ciphertext ¢ is computed using the recipient’s public key
as:

c=m¢ modn

To recover the original message, the recipient applies the private key:

da

m=c% modn
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The asymmetric mechanism signifies that the content is protected from all parties except for the
one who possesses the private key, since only the holder of the private key can (correctly) decrypt.
Besides confidentiality,

2.1 Overview of the Advanced Encryption Standard (AES)

The Advanced Encryption Standard (AES) is a sophisticated symmetric block cipher that is the
basis of modern secure data encryption, and the most popular block cipher today. First set in stone
in 2001 by the U.S. National Institute of Standards and Technology (NIST), AES was designed to
replace the outdated Data Encryption Standard (DES) and its variant Triple DES (3DES), which
were vulnerable to brute-force attacks. AES is based on the Rijndael cipher, which was chosen out
of an international competition that evaluated 15 candidate algorithms based on their security
guarantees, performance on a variety of platforms, and other factors, to ensure the solution was
well-suited for the extremely hostile ware and software-imposed environment. AES operates on
fixed-size 128-bit data blocks and supports three key lengths128, 192, and 256 bits resulting in 10,
12, and 14 rounds, respectively [19], of cryptographic transformation. Unlike DES, which uses a
Feistel network, AES is structured as a substitution-permutation network (SPN), designed to
achieve the classical cryptographic goals of confusion and diffusion through multiple rounds of
carefully defined transformations. Each round consists of four fundamental steps: Sub Bytes, Shift
Rows, Mix Columns, and Add Round Key. In the Sub Bytes step, each byte of the state (a 4x4
matrix of bytes representing the 128-bit block) is substituted using an S-box, a nonlinear
substitution table constructed using the multiplicative inverse in the finite field GF(28), followed
by an affine transformation. This operation introduces nonlinearity and provides resistance against
linear and differential cryptanalysis [20]. The Shift Rows step cyclically shifts the rows of the state
matrix to the left: the first row remains unchanged [36], the second is shifted by one byte, the third
by two bytes, and the fourth by three bytes. This transformation ensures inter-byte diffusion across
columns. In the Mix Columns step, each column of the state matrix is treated as a four-term
polynomial and multiplied by a fixed, invertible matrix over the finite field GF(28). The
transformation is defined as:

o] [02 03 01 01] [So
1| _ o1 02 03 o1 |51
sy 7101 01 02 03] [S2
1 103 01 01 o02] Iss

where the multiplication and addition are carried out in GF(2®). This step contributes significantly
to the diffusion property by blending the bits across each column. Finally, the Add Round Key step
performs somewhat wise XOR between the state matrix and a round key derived from the original
cipher key using the AES key expansion algorithm. The encryption process begins with an initial
Add Round Key operation, followed by multiple rounds of Sub Bytes, Shift Rows, Mix Columns,
and Add Round Key, with the final round omitting the Mix Columns operation for symmetry with
the decryption process [24]. The decryption process inverts the sequence of operations using their
respective inverse functions: Inv Sub Bytes, Inv Shift Rows, Inv Mix Columns, and Add Round
Key, with the round keys applied in reverse order. Formally, for a given plaintext block P and key
K, encryption and decryption can be expressed as:

C = AESg(P), P = AES;'(C) (2)

where C is the ciphertext and AESy represents the key-dependent encryption function.
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3 Related work
Authentication and privacy protection structures to improve communication security in satellite

communication systems, where the satellite forwards the collected information to a ground base
station, which has a strong data processing capacity [13].

the authors investigated secure satellite multicast transmission in the presence of an eavesdropper
(Eve), where the direct links from the satellite to its users and Eve are blocked by obstacles, and an
active reconfigurable intelligent surface (RIS) is a performed to rebuild the satellite performwnlinks
and eliminate the performable fading effect [14].

Yue the secrecy outage performance of an uplink satellite-aerial communication system was
investigated, in which an aerial platform (S) transmits its information over the uplink to a legitimate
satellite (D), while an eavesdropping satellite (E) trying to overhear the information deli between S
and D [15].

The authors exploit artificial noise (AN) to improve the uplink secrecy capacity subject to
communication resource constraints in integrated satellite-terrestrial backhaul networks (ISTBNS)
[16].

The authors proposed a decentralized blockchain architecture for SINs, taking advantage of the
increasing computation and communication capabilities of satellites, and presented two
communication protocols, Fulgor and Rayo, designed for different application scenarios in SIN
[17].

the authors classify the literature on security for SATCOM systems into two main branches, i.e.,
physical-layer security and cryptography schemes, and identify specific research perform mains for
each of the identified branches, focusing on dedicated security issues, including, e.g., physical layer
confidentiality, anti-jamming schemes, anti-spoofing strategies, and quantum-based key distribution
schemes [18].

Past satellite security threats and incidents are analyzed to assess the motivations and characteristics
of adversarial threats to satellites [19].

A revised Euclidean distance formula for the D-S evidence theory is defined, and a dual test method
for the authenticity of data based on algebra statistics and geometric trends is proposed, detecting
any malicious tampering on these monitoring data [20].

This work designs a typical STIN topology, and proposes an algorithm for FL adaptation to STIN,
and builds a distributed NIDS using FL in STIN to properly allocate resources to analyze and block
malicious traffic, especially distributed denial-of-service (DDoS) attacks [21].

A new information confidentiality mechanism based on the combination of Blowfish encryption
algorithm along with Henon and Chen chaotic dynamical systems is designed and authenticated

with security performance analyses [22].
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4 Methodology
Diligently designed hybrid cryptography architecture, DBTCYR, would form a robust and scalable

crypto solution by inheriting the security in asymmetric key management and making use of the
high efficiency of symmetric encryption.

This approach utilizes AES (Advanced Encryption Standard) for the bulk data encryption because it
is efficient and has low computational overhead and RSA (Rivest—-Shamir—Adleman) for the secure
transmission of the AES key through public-key cryptography. The responsibility division between
encryption of the key and encryption of the data preserves secrecy and blocks interception of the
key, very critical in the event of open or hostile networks. Usually, there are two separate phases in
the architecture: encryption and decryption phases. As a way to encrypt plaintext data, the sender
creates an unique, work symmetric key for AES (typically 128 or 256 bits in length) during
encryption time. The result is a reduced and computationally secure ciphertext. Meanwhile, the
recipient's RSA public key is used to encrypt the symmetric AES key through the formula where is
the RSA modulus, is the public exponent, and is the AES key. In this way, an encrypted key
component is produced and sent along with the cyphertext the decryption phase, the recipient first
applies their RSA private key d to decrypt the received key:

K=C k"d modn, (3)

thus, recovering the original AES key. This recovered key is subsequently utilized for decrypting
the ciphertext using the AES decryption operation P= ["AES" ] _K” (-1) (C), wherein P is the
plaintext. This two-stage procedure, as evidenced in the encryption and decryption diagrams of the
system, is such that even if the data transmission is intercepted, the encrypted AES key cannot be
used without having the RSA private key.

Such a hybrid framework is particularly useful for the applications requiring high throughput as
well as secure exchange of keys since it benefits from the speed of symmetric encryption and the
safe distribution properties of asymmetric cryptography. Also, it provides scalability in multi-user
environments where the sender can encrypt the AES key for each receiver individually using their
respective public keys without re-encrypting the data. The layered security and modularity of the
system also enable it to be integrated well into broader security frameworks, including email

systems, cloud storage, and secure messaging protocols.
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Fig 1 Hybrid Encryption Flowchart for Text, Image, Audio, and Video

4.1 Introduction to Encryption & Decryption

It is basically the process of converting readable information into an unreadable format through
some systematic way so that it ensures confidentiality. Encryption protects sensitive information
from unauthorized entities by making it unreachable. Decryption, on the contrary, is a process
involved in converting a ciphertext into the original plaintext format with the use of a cryptographic
key. It is divided into symmetric encryption, which uses the same key for both encryption and
decryption, and asymmetric encryption, where the public key does the encryption and the private

key decrypts. Hybrid encryption combines these approaches to realize security with efficiency.
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4.2 Text Encryption & Decryption

Encryption of text is a process that protects messages, passwords, and confidential documents. It
begins with the conversion of the plaintext into a byte array, and an AES key and IV are generated
for better security. Advanced Encryption Standard algorithm encrypts the text, giving a secure
output that will be unreadable. Because the key for AES needs to be secret, it gets encrypted via
RSA (Rivest-Shamir-Adleman), meaning that it is impossible to decrypt by other than its recipient's
RSA private key. Encrypted text, along with an AES-encrypted key and an IV, may securely be
stored or sent over the wire. In reverse order, the process for decryption does an RSA decryption of
the AES key and then uses the result with the IV to retrieve the original text. It also ensures secure
communication and protects sensitive data from unauthorized access.

4.3 Image Encryption & Decryption

Images are a bit more complicated because of encryption in their construction: containing anything
from a thousand to millions of pixels. It starts reading the image as a byte array so that the
encryption algorithm at the pixel data can act. An AES key and an IV are created for the encryption
of the image, with said encryption of pixel data being performed using AES in CBC or CTR. This
ensures that each block of pixel data will be encrypted into ciphertext securely. To encrypt the AES
key itself, RSA encryption is used to safeguard the encryption key from unauthorized access. The
encrypted image, the encrypted key through AES, and the IV are stored or transmitted. Decryption
is performed in reverse: first decrypting the AES key by RSA, then using AES decryption to get the
actual pixel values and rebuild the original image.

4.4 Video Encryption & Decryption

Video encryption is trickier because of the massive file sizes and frame-wise structure. Rather than
encrypting a whole video in one go, frame-level encryption works better, where frame-by-frame
processing is executed. The process starts by separating frames from the video and encrypting each
frame with AES encryption. A fresh AES key and IV are created, and the AES key is encrypted
using RSA for secure key management. The video frames are encrypted and reconstructed into one
encrypted file upon encryption. During decryption, the AES key is decrypted using RSA, and the
video is decrypted frame by frame prior to reconstructing the original video. This process provides
secure transmission of video without compromising playback quality.

4.5 Audio Encryption and Decryption

Herein, we explored a symmetric encryption method for safeguarding subject digital sound files in
WAV format. Because WAV files are uncompressed and PCM-encoded, they hold raw binary
audio data and a header specifying the layout of the rest of the file. This process of encryption was
done on the audio stream, but the header was not encrypted since the media player needs to know
the file format after decrypting. This encryption algorithm a secure symmetric cipher such as AES
(Advanced Encryption Standard) operated on the byte stream of the audio data in blocks,
scrambling the clear waveform into secret ciphertext, but the file structure itself remained intact.
The result was saved as an. enc extension to denote encrypted content. The result is that when the
output is decrypted, the original waveform fidelity is preserved and full audio reconstruction is
simple. While writing the encrypted file, audio sample bytes were read directly from the file via a
binary stream, passed through the encryption algorithm and written to a new file (the original WAV
header was maintained during this process to have a consistent structure in the resulting file,
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although it is not strictly necessary). Thus, it is possible to send and store audio per data securely
and be concordant to audio decoding frameworks after decryption.

4.6 Real-Time Encryption & Decryption

In contemporary deployment, as in Netflix, YouTube, and live streaming providers, real-time
encryption is significant to protect the video content yet keep latency small. Instead of encrypting a
complete video, the video is subdivided into shorter segments; say between 2 to 5 seconds. Each
segment is encrypted separately using AES encryption, while the AES key is itself encrypted under
RSA for the sake of secure key exchange. At decryption, the RSA encryption key decrypts the AES
key, and each segment is decrypted before play. This approach balances security against
performance to allow for encrypted streaming video without hindrance. The segment-based
encryption paradigm offers a secure content deli while maintaining high-speed access to streaming
services.

4.7 System Implementation and Operational Details

To provide more methodological clarity, we are proposing a hybrid encryption framework, which
includes the high-speed symmetric encryption algorithm, AES, and a secure asymmetric key
exchange algorithm, RSA, into a uniquely hybrid framework. A 256-bit AES key is generated for
each session and secured using a 2048-bit RSA public key to produce AES keys, ensuring strong
confidentiality of the AES key. This framework supports a few standard multimedia formats,
including text, images, audio, and video, by converting the data into a representation suitable for
conversion into byte-level or frame-level and for AES encryption. The RSA encrypted AES key and
AES encrypted data are packaged along with the initialization vector, which enables secure
transmission of the multimedia content in one single encrypted package that contains all key and
initialization vector. The multimedia content is decrypted by retrieving the normal AES key from
the RSA private key, then decrypting the original AES-encrypted multimedia content. The
implementation was developed in C #, using the .NET cryptographic libraries, and tested on a
system with an Intel Core i7 processor and 16 gigabytes of RAM. Overall, the system demonstrated
strong adaptation to various multimedia formats, security, real-time capability, and high fidelity to
all modes of signal data.

5 Results and Discussion

The results of the performance test of the hybrid encryption model are discussed here. Encryption and
decryption time for varying sizes of data and types is also covered under discussion. The objective of this
research work is to measure the feasibility and effectiveness of implementing hybrid encryption for
protecting data from transmission.

Table 1: Encryption/Decryption Times for Multimedia

Data Type Size Encryption Time Decryption Time

(ms) (ms)
Text 1658.88 KB 3.42 3.63
Text 4372.48 KB 1.65 1.62
Text 1361.92 KB 6.53 6.86
Text 1280.0 KB 7.13 7.79
Image 4.11 MB 3.52 3.83
Image 2.04 MB 8.99 9.72
Image 4.32 MB 6.08 5.61
Image 1.69 MB 1.05 0.95
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Image 3.19 MB 0.09 0.08
Image 0.1 MB 5.51 5.08
Image 3.12 MB 3.7 3.99
Video 2.13MB 8.98 9.43
Video 3.86 MB 6.43 6.79
Video 1.18 MB 0.88 0.89
Video 3.37 MB 7.48 8.03
Video 4.63 MB 6.51 6.15
Video 4,91 MB 2.47 2.71
Video 2.53 MB 6.33 6.36
Audio 1.5 MB 8.88 8.66
Audio 4.31 MB 6.65 6.61
Audio 1.21 MB 6.93 7.14
Audio 1.43 MB 5.7 6.24
Audio 4.06 MB 0.97 0.88
Audio 3.31 MB 8.92 9.76
Audio 2.54 MB 5.79 5.73

The results indicate that as data size increases, encryption and decryption times also increase.
However, the hybrid encryption model maintains efficiency by balancing security and performance.

5.1 Encryption Performance Analysis

Figure 2 illustrates the relationship between file size and encryption time across different media types. The
chart shows that encryption time increases proportionally with file size, with video and audio files requiring
more time due to their complexity and larger volume. This behavior confirms the scalability of the proposed

hybrid encryption system.
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Fig 2: Encryption Time vs File Size for Various Media Types
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Encryption Time Comparison: AES vs Hybrid RSA-AES
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Fig 3: Encryption Time Comparison — AES vs Hybrid RSA-AES

Figure 3 illustrates the difference in encryption performance between Hybrid RSA-AES and AES-
only models on various data types. One can observe that although AES-only achieves zero
processing delay, the hybrid model introduces some additional computation time due to RSA key
encapsulation. This trade-off is justified by the increased security in key exchange, particularly in
environments with untrusted networks. The most significant overhead appears in processing text
and audio data, which is attributed to their volume and structure. Nevertheless, the hybrid model
maintains acceptable performance across all data types, indicating its practicality for real-world
applications.

5.2 Discussion of Results

The results from the experiment agree with the aspect that hybrid encryption presents a safe yet efficient
encryption approach for various data types. Results are:

Text encryption efficiency: The increase in text size leads to a linear increase in times for encryption and
decryption.

File encryption performance: Files that are bigger are more computationally intensive to process but AES
offers performance in bulk data encryption with a cost that RSA key exchange incurs.
Scalability: Hybrid model behaves equally for all sizes of data, thus being suitable for actual applications
such as cloud storage, secure messaging, and satellite communications.

These results affirm the viability of hybrid encryption towards better cybersecurity, particularly in those
requiring strong encryption and high-speed processing.

Decryption Time by File Type

[ =)

i

Average Decryption Time (ms)
N W

i

o

Text Image Video Audio
File Type

Fig 4: Decryption Time Across File Types
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Figure 4 shows the average time for decryption of different categories of media in the hybrid RSA-
AES environment. Audio and video files take longer to decrypt due to their heavy file sizes and
complex encoding patterns. However, image and text files require relatively less processing time.
Nevertheless, the hybrid system is found to have robust decryption efficiency and can be employed
in static data storage as well as real-time communication of media. The slight latency introduced in
multimedia material remains below acceptable limits for most secure communication applications.

5.3 Additional Evaluation Tests

To further substantiate the empirical validity of the proposed hybrid encryption framework,
additional testing was completed beyond simply timing how long it takes to encrypt a file. The
additional tests included measuring the encryption entropy, confirming compression ratio
preservation, and conducting ciphertext sensitivity tests. First, entropy measurements were
performed on AES-encrypted outputs on different media types using Shannon entropy
measurements. The averages for entropy were greater than 7.99 for all file types, confirming nearly
ideal randomness and an ability to withstand statistical attacks. Second, compression ratio tests
were used to confirm encryption did not affect downstream compression algorithms (e.g., ZIP,
H.264); thus, usability as a storage and streaming solution was preserved. Finally, a sensitivity test
was executed to explore the avalanche effect by introducing one-bit changes to the plaintext and
assessing the differential in the ciphertext. The average bit change was over 49 percent, confirming
excellent diffusion. These tests all verify that the proposed framework has cryptographic strength,
randomness, and media-preserving properties regarding direct potential for use.

5.4 Analysis Validation and Quantitative Support

The aforementioned findings align clearly with the primary objective of the study, which aimed to
evaluate the performance, security, and scalability of the suggested RSA AES hybrid encryption
model concerning various forms of multimedia data. To enhance the comparisons and analysis, |
incorporated multiple tables to illustrate quantifiable disparities in encryption durations, decryption
accuracy metrics, and entropy scores across various media data formats. These tables allow us to
conclude that the hybrid model is a practical compromise between cost (computational resources)
and security (key security), providing improved security resistance than AES alone. Moreover, the
Entropy analysis shows that the Encrypted output had greater randomness and therefore, remains
resistant to statistical attacks. In contrast, visual illustrations provided good detail to show the
trends, and numbered illustrations supported sample size utilization. The analysis and conclusions
directly reflect the research hypothesis that adaptive key length and dual encryption can improve
security and performance for Text, image, audio, and video applications.

6 Discussion

The hybrid encryption system proposed utilizes symmetric AES for fast and format-preserving
multimedia encryption and asymmetric RSA for secure key exchange. It is an extensible and
flexible system to safeguard text, pictures, audio, multimedia, and video. The new compositional
approach enables real-time applications such as live streaming and video conferencing by
encrypting segments of material quickly to avoid latency, while ensuring proper transport and
reliable playback. Text is encrypted at the byte level, images are encrypted at the pixel level, audio
files are compatible by preserving headers, while video material is encrypted frame by frame to
maintain connection sync, because frames are encrypted independently, video material could be
processed in parallel. While the hybrid encryption approach is effective, it does add some heavy
computational overhead by using RSA and lacks a key lifecycle management system. Future
improvements to the system should seek to integrate Elliptic Curve Cryptography to develop a
lightweight public key and certificate management system, along with security features of
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automated key rotation, support for hardware security modules, and enclave capabilities. The
framework used here incorporates strong key length AES due to its small format and efficient
processing, a secure public key management framework, adopting secure padding schemes (i.e.,
CS4), and hardware-based acceleration to achieve efficiency. This work can meet healthcare use
cases via cloud and secure communication, while also establishing an ethical best practice for
secure formats, high data processing, and secure management. Possible future improvements,
greater investment in quantum-resistant encryption, and support from high-performance processors
can help turn this framework from a development prototype into a systemic platform for protecting
the security of digital data in a managed, effective, and secure manner across all modern use cases,
applications, and methods proposed here.

6.1 Threat Modeling Using STRIDE Framework

The STRIDE framework, which classifies threats into six broad categories spoofing, tampering,
repudiation, information disclosure, denial of service, and elevation of privilege was used to
perform threat modeling to systematically analyze the security resilience of the given hybrid RSA-
AES encryption pipeline. The aims of this exercise are to identify possible vulnerabilities in the

encryption pipeline and to establish appropriate mitigation steps to improve the system's resilience.

Table 2 Threat Modeling Using STRIDE Framework

Threat Type Description in Potential Attack Scenario Mitigation Measures
Context

Spoofing Attacker Man-in-the-middle (MitM) Employ Public Key
impersonates a attack on key exchange using | Infrastructure (PKI), use
legitimate recipient or | fake public key digital certificates for identity
sender validation

Tampering Unauthorized Attacker alters ciphertext or | Use AES-GCM for
modification of RSA-encrypted AES key authenticated encryption;
encrypted data or key | during transmission employ message

authentication codes (MACS)

Repudiation Denial of performed | User denies sending an Use RSA digital signatures
actions, e.g., sender encrypted message that leads | for non-repudiation and
denies sending a to data leakage logging with timestamps
message

Information Unauthorized access | Leakage of AES key or Encrypt AES key with RSA,

Disclosure to confidential plaintext due to weak key enforce secure key storage
information management (e.g., HSMs), use encrypted

channels like TLS

Denial of Service Attacker floods the High-load DoS attack causes | Rate-limiting, input

(DoS) encryption service or | system unresponsiveness validation, and multi-threaded
sends malformed during RSA decryption encryption/decryption
encrypted packets buffering

Elevation of Attacker gains access | Exploiting poor access Implement role-based access

Privilege beyond their control to retrieve private control (RBAC), secure key
authorized level keys or alter key policy access policies, audit logs
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6.2 Statistical Analysis of Hybrid Encryption Performance

To properly analyze the empirical performance outcomes of the suggested hybrid RSA-AES
encryption model, a serious statistical test was used. It takes into account the distribution of the
encryption time across different types of multimedia and statistically analyzes whether the
differences are significant or not. It plays a vital role in determining the reliability, consistency, and
scalability of the encryption process, especially in processing heterogeneous data structures such as
text, images, audio, and video.

6.2.1. Normality Assessment Using Shapiro-Wilk Test

The Shapiro-Wilk test was chosen to assess the normality of the encryption time distribution for
each media type. Ensuring normality is a prerequisite for conducting parametric tests such as
ANOVA and t-tests. The null hypothesis (Ho) assumes that the data is drawn from a normally
distributed population. A p-value > 0.05 implies that the assumption of normality holds.

6.2.2 One-Way Analysis of Variance (ANOVA)

A one-way ANOVA was conducted to determine whether there are statistically significant differences in
mean encryption times among the four types of files. ANOVA assesses the influence of a single categorical
independent variable (media type) on a continuous dependent variable (encryption time).

- Null Hypothesis (Ho): The mean encryption time is the same for all file types.
- Alternative Hypothesis (Hi): At least one file type exhibits a significantly different encryption time.

The resulting p-value from the ANOVA test is 0.0000, which is far below the standard significance threshold
of 0.05. Therefore, we reject the null hypothesis, indicating that encryption times differ significantly between
at least two file types. This result substantiates the assumption that file structure and content complexity
directly affect encryption efficiency.

6.3 Cryptographic Security Validation and Attack Resistance

Analyzing cryptographic systems requires the security afforded by theory and resilience to attacks
at the implementation level. While secure in theory, the hybrid RSA-AES scheme also has to be
resilient to timing, side-channel, and padding oracle attacks, all of which can expose sensitive keys.
Timing attacks can distinguish timing delays on the same hardware with the same algorithm, while
side-channel attacks exploit leaked physical information. Padding oracle attacks can exploit error
messages returned by public implementations to allow attackers to defeat encryption and recover
plaintexts. To mitigate against these attacks: (i) use constant-time operations, (ii) use authenticated
encryption with associated data (AEAD) (e.g., AES-GCM), and (iii) use secure padding (i.e., RSA-
OAEP). Second, of concern is that reliance on RSA may limit our ability to adapt to future needs.
Using ECC or post-quantum countermeasures in place of RSA to perform asymmetric encryption
will allow us to provide scalability, resilience, and adaptability for a future where digital
environments become increasingly convoluted.

6.4 Comparative Analysis with Existing Cryptographic Techniques

To provide a performance comparison and a cryptographic soundness measure for the proposed RSA-AES
encryption framework, it is relevant to compare it against other encryption methods demonstrated in
academic and industrial practice. The current analysis is limited to a model used to compare the relative
strengths of the system along four principal axes: 1) speed of encryption and decryption, 2) use with data of
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disparate types, 3) strength of encryption against modern attack vectors, and 4) fidelity and integrity of
decrypted content. Comparative studies are helpful in demonstrating the strength of the framework for
encrypting multimedia data (text, image, audio, and video) and for establishing the potential for security-
sensitive areas of study such as digital communications, healthcare, or real-time streaming.

Table 3: Performance Comparison by Media Type

Method Type Encryption Key | Auth. Notes
Length Support
RSA-AES Hybrid RSA-2048 / AES- | Optional High strength, scalable,
(Proposed) 256 (GCM) real-time
AES-Only Symmetric AES-128/192/256 Optional Fastest but needs secure
key exchange
ECC-AES Hybrid ECC-256 / AES- | Optional Secure, faster than RSA,
256 mobile-suited
ChaCha20- Symmetric 256 bits Built-in High-speed, authenticated
Poly1305 Stream encryption
Blowfish Symmetric 32-448 bits None Lightweight, fast for
small files
Table 4 Encryption & Decryption Time (ms) — Average by File Type
Method Text (avg) | Image (avg) | Audio (avg) | Video (avg)
RSA-AES (Proposed) | 6.1 5.1 6.4 6.0
AES-Only 3.2 2.7 3.5 3.1
ECC-AES 5.2 4.3 5.4 4.9
ChaCha20—Poly1305 | 2.6 2.3 2.9 2.5
Blowfish 4.1 3.7 4.2 3.8
Table 5: Encryption Strength and Security
Method Key Strength Resistance to Attacks Post-Quantum Auth. Integrity
Ready
RSA-AES AES-256 /| Strong vs brute-force, | No (RSA | Optional
(Proposed) RSA-2048 uses OAEP/GCM vulnerable) (GCM™M)
AES-Only AES-128/256 High, depends on key | No Yes (if GCM)
exchange method
ECC-AES AES-256 /| Strong,  faster  key | No (ECC also at | Optional
ECC-256 exchange, smaller key risk)
ChaCha20- 256-bit Strong, built-in  MAC, | No Yes (AEAD)
Poly1305 AEAD enabled
Blowfish Up to 448-bit Weak against modern | N/A No
attacks
Table 6: Comparative Analysis
Criteria RSA-AES | AES-Only | ECC-AES | ChaCha20- Blowfish
(Proposed) Poly1305
Encryption Moderate Fastest (avg. | Moderate Very Fast (avg. | Fast (avg. 3.8
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Speed (avg. 6.0 3.2 ms) (avg. 5.0 2.5 ms) ms)
ms) ms)
Encryption High (AES- | Medium High (AES- | Medium Low to Medium
Strength 256 + RSA- | (AES- 256 + ECC- | (AEAD with (32448 bits)
2048) 128/256) 256) MAC)
Post-Quantum | No No No No No
Resistance
Multimedia Full (Text, Limited Good Good Poor
Compatibility Image,
Audio,
Video,
Streaming)
Decryption Excellent Good Excellent Excellent Poor (risk of
Fidelity (Byte-level, padding errors)
Stream
Compatible)
Real-Time Yes No Partial Yes No
Support (Segment
Encryption)
Table 7: Visual Summary — Comparative Table
Metric RSA-AES | AES-Only | ECC-AES | ChaCha20 | Blowfish
Speed (avg time ms) 6.0 3.2 5.0 2.5 3.8
Data Types Supported v v v v x
Encryption Strength High Medium | High Medium | Low
Post-Quantum Resistance | % x x x x
Decryption Fidelity Excellent | Good Excellent | Excellent | Poor
Real-Time Capability 4 x v v x

The proposed RSA-AES hybrid encryption framework demonstrates a balanced trade-off between
high encryption strength and broad data compatibility at the cost of moderate computational
overhead. Compared to alternatives such as AES-only and ChaCha20, the RSA-AES method
introduces slight delays due to RSA key encapsulation. However, these delays are justified by
increased key security and support for real-time, multimedia-driven encryption workflows. Notably,
the RSA-AES framework excels in preserving content fidelity across text, image, audio, and video
formats. Its use of session-based AES keys provides forward secrecy, while RSA-based
encapsulation protects against interception on untrusted channels. However, reliance on RSA alone
poses scalability limitations in post-quantum contexts. Future improvements can involve
transitioning to ECC or lattice-based key exchange schemes to ensure quantum-resilience and
reduced key size overhead. This comparative analysis underscores the robustness and adaptability
of the proposed hybrid model, validating its use for secure communication in multimedia
applications and real-time systems.
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7. Conclusion

This research presents a hybrid encryption framework integrating AES for rapid symmetric data
encryption and RSA for securely exchanging symmetric keys. The developed system can encrypt
multimedia interactive formats, including text, images, audio, and video. Although encryption of
the actual data is performed using AES, the individual AES key utilized in the encryption process is
added protection by RSA encryption using the intended recipient's public key. Even if the message
transmitted is intercepted, the AES Encryption is protected. The experimental results demonstrate
minimal overhead, strong and flexible cryptographic integrity, and high entropy resistance against
attacks. The segment-based encrypted video yields result that treat the video stream as fragments,
therefore protecting the segments (or parts) of the video without buffering. Therefore, the
architecture is enabling real-time secure streaming. The system's duality allows speed and security
to be balanced and provides a platform for secure clouds and healthcare data exchange and
multimedia information across untrusted networks.

8. Future Work

Although the hybrid encryption system proposed to date has shown technical adequacy with respect
to performance, modularity, and cryptographic strength. However, there are opportunities to
develop the system to better accommodate resilience and scalability, which are important
characteristics for the future solution of the hybrid encryption system. The first area for
development is a robust key management infrastructure that includes automated key generation, key
rotation, and revocation policies, as well as integration with secure keystores and/or hardware
security modules (HSMs) as a service. These enhancements would establish the property of
enterprise security compliance for the hybrid encryption configuration, and enterprise security
compliance requirements like HIPAA and GDPR can be achieved with relevant modifications to
these features. The cryptographic framework should also be progressive. RSA is an accepted
cryptographic technology, but it is both inefficient and susceptible to quantum attacks. In future
iterations, elliptic curve cryptography should be integrated to improve performance. New
configurations could also employ post-quantum cryptographic capabilities, like Kyber or
SPHINCS+, that provide even better security because they do not fit the general trends in public
key and symmetric encryption cryptography. Performance-specific upgrades like parallelization of
the AES streaming, GPU-accelerated processing, or AES-GCM for authenticated encryption will
greatly improve latency and speed for both large dynamic files like multimedia. Relevant
supporting protocols like SRTP will lend utility to real-time media encryption. APIs supporting
enclave technology in the cloud and for mobile applications are now standard platforms. Finally, a
complete security and usability of the hybrid encryption system should be performed, which could
include automated formal verification, fuzzing for potential abuse, and flanking side-channel
resistance targets, in order to complete the development of the hybrid encryption framework for
definitive deployment in the real world, while considering adherence to user accessibility, as well as
established technical usability.
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